CNELLUDPUKALNSA

NAKIVO Backup &
Replication v11.0.1

BbicTpoe, HagexHoe 1 JOCTYMHOE Mo LieHe peLleHne, KoTopoe obe-
cneymBaeT pesepBHOE KOMMPOBaHMe, perinkaumnio, MrHOBeHHoe
BOCCTaHOB/IEHWE, MOC/IeaBapUinHOe BOCCTaHOB/IEHWE I MOHUTOPUVIHT
NHPPACTPYKTYpbl Ha eANHON NaHenn. 3To peLleHune, Mpr3BaHHoe
NMOMOYb MasibIM 1 CPeAHUM KOMMAHWSAM, KPYMHbLIM MPeAnpuaTUam

1 nocTasLkam ynpasnsemsix ycnyr (MSP) npeogonets yrposbl v
npobaembl, CBA3aHHbIE C 3aLUMTON AaHHbIX, IEFKO MHTErprpyeTcs ¢
COBPEMEHHbIMW TEXHOIOTUAMU BUPTYann3aLmm N XxpaHeHNs AaHHbIX.

YHUBEPCAJIbHOE
PELLEHVE

Pe3epBHOe Konupo-
BaHWe, penankaLus,
MrHOBEHHOe BOCCTa-
HOBNeHWe, 3aLLmTa
OT NMPOrpamm-BbIMO-
ratenein,
[T-MOHUTOPWHT,
nocneaBapuviiHoe
BOCCTaHOB/EHNeE.

NOAAEPXKKA
PA3/INYHBIX
NNATGOPM

VMware vSphere,
Microsoft Hyper-V,
Nutanix AHV,
Proxmox VE, Amazon
EC2, Windows, Linux,
NAS-ycTpoiicTBa,
Microsoft 365, Oracle
Database (1epe3
RMAN).

FMBKOE
PA3BEPTbIBAHVE

MrHoBeHHOe BoCCTa-
HOBNEHMe BUPTYyab-
HbIX 1 GU3NYUECKNX
MaLluuH, Gainnos,
namnok 1 06beKToB
NPUAOXKEHN N3
pe3epBHbIX KOMUIA

B UCXOAHOE 1K
Apyroe BblbpaHHOe
pacrnonoxeHwe.

MHOXXECTBO
BAPUAHTOB
BOCCTAHOBJIEHW/A

YcraHoBka Ha NAS-y-
CTPOMCTBAaxX A1
CO3/4aHWs1 MOJTHO-
LieHHOro yCTpoli-
CTBa pe3epBHOro
KOMMPOBaHWA NN
pa3sBepTbiBaHVe B

HEOrPAHNYEHHAA
MACLUTABPYEMOCTb

Moanep>xka ogHOro
NN HECKONBbKIX
nosb3oBaTenen.
SddekTBHOE
MacLuTabuposa-
HVe ANs JaHHbIX
yAaneHHbIX oprcos
1 FPAHNYHBIX Cpes.

OC Windows/Linux, OavH 3Kk3emnnsp
a TaKkxe B kayecTBe 3almiaet bonee
BMPTYaNbHOIro 8000 BupTyasibHbIX

ycTpoinctea VMware/
Nutanix nan AMI B
Amazon EC2.

MaLUVH HaLLWX Kpyr-
HENLLNX KNINEHTOB

B 60n1ee yem 300
PaCcroOXEeHUsIX.

BbICTPOE NN 3PPEKTUBHOE PESEPBHOE KOINMMNPOBAHWE

C nomouybro NAKIVO Backup & Replication Bbl cMoXeTe HaZeXHO 3aLnTUTb BUPTyasbHble, 06nauHble, pusmnveckme, rmbpuraHble cpesbl 1 Saas.

PesepBHoe KONMpoBaHMe BUPTYasbHbIX MalUWH. be3areHTHOe pe-
3epBHOe KOMMPOBaHMe Ha YPOBHE 06Pa30B /1S BUPTYaslbHbIX MaLLVH
VMware vSphere, Microsoft Hyper-V, Nutanix AHV 1 Proxmox VE.

Pe3sepBHOe KonupoBaHme AaHHbIX Microsoft 365. MonHoe n
VNHKpeMeHTHOe pe3epBHOe KonvpoBaHue JaHHbIX Exchange Online,
Microsoft Teams, OneDrive ans 6usHeca v SharePoint Online, B Tom
yncne yydeTHbIx 3anuceri Microsoft 365 ¢ noaaep ko MHorodakTop-
HoW ayTeHTUdUKaLUN.

PesepBHoe KonuvpoBaHme 06LMX nanok. beicTpoe HKpeMeHTHoe
pe3epBHOe KOMMpOBaH/e HeCTPYKTYPUPOBaHHbIX AaHHbIX B O6LLMX
nankax SMB/NFS, pa3meLleHHbIx Ha NAS-yCTpOCTBax 1 MaLLHAX MNOA
ynpasneHvem Windows 1 Linux.

Pe3epBHOe KonupoBaHue $pU3NUYECKNX MALLUH. VIHKpeMeHTHOe pe-
3epBHOe KOMMpOBaHe Ha OCHOBe 06pa30B A/1s1 CEpBEPOB 1 PaboUmnx
CTaHUWI Ha 6a3e Windows n Linux.

Pe3epBHOe KonupoBaHMe gaHHbIX Amazon EC2. iHkpeMeHT-
HOe pe3epBHOe KOMMPOBaHMe Ha OCHOBe 06Pa30B A1 MHCTAaHCOB
Amazon EC2.

Moaaep>kka NpunoXKeHWA. Pe3epBHOe KONMPOBaHMeE € y4eTOM COCTO-
AHNS NPUNOXEHNI, KOTOpOe obecrneynBaeT CornacoBaHHOCTb AaHHbIX
pe3epBHbIX KOMUI MPUAOXKEHW 1 6a3 AaHHbIX, Hanpumep Microsoft
SQL Server, Exchange Server 1 Active Directory.

PesepBHoe KonmpoBaHue 6a3 AaHHbIX Oracle 8 OC Windows v Linux
yepe3 RMAN.

Pe3epBHoe KonnpoBaHue ob6bekToB VMware Cloud Director, B Tom unc-
Jie BUPTyasibHbIX NPUIOXKEHNA VAPP, OTAE/IbHbIX BUPTYa/ibHbIX MaLLH
1 NPaBu XPaHeHWs.

PesepBHoe KonvpoBaHuMe B 06/1aK0. [psiMoe pesepBHOE KOoMnw-
poBaHe BUPTYanbHbIX 1 GU3NYECKNX MaLLVH, 061a4HbIX Paboumx
Harpys3ok, 0bLLMx nanok v gaHHbix Microsoft 365 B 06LLef0CTyMNHbIe
obnayHble xpaHuavLLa, Hanpumep Amazon S3, Wasabi, Backblaze B2
nnn XpaHunuie BLOB-o6bekToB Azure.

Pe3sepBHOe KonmpoBaHue B S3-coBMecTMMoOe xpaHunuile. Co3ga-
He pe3epBHbIX KOMUIA BUPTYanbHbIX N GU3NYECKMX MaALLMH, 061aUHbIX
pabouux Harpy3ok, 06LLMX Nanok u gaHHbIX Microsoft 365 Ha nnatdop-
Max /19 XpaHeH st 06beKTOB, NCNOoAb3ytoLLx AP| S3.



PesepBHOe KONpoBaHWE Ha JIEHTOYHbIe HakonuTenu. OTrnpaska
pe3epBHbIX KON B drsmyeckmne neHTouHble brubnnotekn n AWS VTL;
yz06HOe yrnpaBneHve IEHTOYHbIMU HaKOMUTENAMU, KAPTPUKAMU U
pe3epBHbIMY KOMUSIMU.

rno6anbHas gefynianKaLlmsa pesepsHbIX KON BO BCEM PEro3nTo-
PV HE3aBUCUMO OT NAaTGOPMbI.

MrHoBeHHas nposBepKa pe3epBHbIX KONWIA BUPTya/lbHbIX MaLLVH
VMware vSphere 1 Microsoft Hyper-V n npegoctaeneHme oT4eTOB €O
CKPUHLLIOTaMM BOCCTAHOB/IEHHBIX B XO/e TecTa MaLluH.

CNELLUDPUKALNSA

PesepBHOe KonMpoBaHWEe U3 MOMEHTasIbHbIX CHUMKOB XpPaHWUNU-
wia. PesepBHOe KONMPOBaHMe BUPTYaNbHbIX MallH VMware, pasme-

LLIeHHbIX Ha ycTpoicTBax xpaHeHust HPE 3PAR, Nimble, Alletra, Primera
1 NetApp, HernocpeaCcTBEHHO 13 MOMEHTa/IbHbIX CHUMKOB XPaHWIMLLA.

MHTerpaums ycTpoiicTs geaynankaumm: OTnpaska pesepBHbIX KO-
N Ha yCTPOCTBA AeAynankaumm, Takme kak HPE StoreOnce, Dell EMC
Data Domain 1 NEC HYDRAstor, 6narozaps noasepke BCTPOEHHbIX
MPOTOKOJI0B AefyrINKaLmn.

NMPEMMYLLIECTBA

49%
5KOHOMVIS MO CpaBHe-
HUIO C peLLeHVsIMM
ZPYFUX MOCTaBLMKOB

B 2 PASA

6bICTpee 6narogaps
BCTPOEHHOMY OTC/le-

XVBaHWIO U3MEHEHWNI

4,8/5 12+
CPeAHss OLieHKa
33 5KOHOMWUIO
BpeMeHU 1 AeHer

5

MUHYT
Ha pa3BepTbiBaHUe,

BapraHTOB BOCCTa-
HOBNEeHUA yaaneH-
HI:IX/I'IOTEpF!HHbIX
AAaHHbIX

HaCcTpoliky 1 3anyck
pe3epBHOro Konmpo-
BaHUs

GARTNER PEER INSIGHTS

NAKIVO nonydyaet npusHaHue B oT4yeTe Voice of the Customer oT GARTNER® Peer Insights™ B kaTteropum
«KoprnopatviBHble peLleHns 418 pe3epBHOro KonrmpoBaHWSA 1 BOCCTAHOBIEHNS»

4,8

O6Las oueHKa

96%*

[OTOBHOCTb pekomMeH[0BaTb



MIrHOBEHHOE BOCCTAHOBJ/IEHUE

CNELLUDPUKALNSA

C nomoubto NAKIVO Backup & Replication MOXXHO MrHOBEHHO BOCCTaHaBAVBaTb BUPTyasbHble 1 dusnyeckrie MallmnHbl, Gariabl, Nankm u

06beKTbI I'Ipl/l}'IO)KeHI/II7I M3 pe3epBHbIX KOMuin B ncxoaHoe mnn gpyroe Bbl6paHHO€ pacnosioxeHmne.

MrHoBeHHOe BOCCTaHOBJ/IEHME BMPTYasibHbIX MaLUWH. 3arpy-
XariTe BUpTyanbHble MawnHbl VMware vSphere n Microsoft Hyper-V
HanpsMyto 13 pe3epBHbIX KOMUIA; NPy HEOBXOANMMOCTY NepeHocuTe
3arpy>eHHble BMUpTyaibHble MallHbl B pabouyto cpegy.

NMonHoe BoccTtaHoBneHne BM VMware, Hyper-V, Nutanix AHV n
Proxmox VE 13 pe3epBHbIX KOMNA B TOM e WV APYroM pacronoxe-
HUW B CTyYae Cly4YaiiHOro NoBpeXAeHVs UAN YAaneHus.

BocctaHoBneHune paHHbIX Microsoft 365. MrHoBeHHOe BOCCTaHOB-
neHne obbekToB Exchange Online, OneDrive ans 6usHeca, SharePoint
Online 1 Microsoft Teams B CXO4HOM N APYrOM YY4eTHOI 3amnmncu.

BoccTtaHoBneHne Amazon EC2: BoccTaHOBNEHME LieNibIX NHCTaHCOB,
oTAeNbHbIX GanNoB UM 06 bEKTOB MPUIOXEHUI B UCXOLHOE NN
Apyroe MecTo. MNpu HEOBXOAMMOCTY HACTPOKTE TUMbI 3K3EMM/ISPOB,
pervoHbl, CeT! AN NOACETU, HEOBXOAMMbIe 419 BOCCTAHOBNEHUS.

BoccTaHoB/1IeHMe 6€e3 onepaLMoOHHO cucTeMbl. BoccTaHoBNeHVe
bU3NYECKMX MALLNH LLeIMKOM 13 pe3epBHbIX KOMMWA Ha TOM e 1an
NAEHTNYHOM obopyAoBaHUK 6e3 nepeyctaHoBkn OC 1 He n3MeHe-
HUS HacTpoek.

MrHoBeHHOe BOCCTaHOB/IeHUE G3UYECKOV CUCTEMbI B BUPTYasib-
HoWi cpege (P2V). MrHoBeHHOe BOCCTaHOB/EHME GU3NYECKX MALUMH 13
pe3epBHbIX KOMWIA B BUAE BUPTYanbHbIX MalvH VMware vSphere.

BoccTaHoBneHme 06Lmx nanok. BocctaHoBneHMe 06X Nanok
SMB/NFS Lenvkom n oTaenbHbIX Garinos/nanok B 3ajaHHoe MecTo,
oTnpaBka Mo 31eKTPOHHOM NoYTe UK 3arpyska B 6paysep.

npﬂmoe BOCCTaHOBJIEHUE C IGHTOYHOro HakonuTensa. Boc-
CTaHOB/1IeHMEe BUPTYaibHbIX MalUUH, NHCTAHCOB U ¢I/I3I/IHECKI/IX
MalUVH LUennkom B BrAe BUPTYasibHbIX MaLlLH HEMOCPEACTBEHHO
M3 pe3epBHbIX KOnuia, XPaHALWKMXCA Ha NEHTOYHbIX HOCUTENSAX, 6e3
MCNoNb30BaHUA PENO3NTOPUA.

MrHoBeHHoOe BoccTaHOB/IeHUe $aiinos: MrHOBEHHbI NPOCMOTP,
MOWCK 1 BOCCTAHOB/EHVE OTAeNbHbIX $aiioB 1 Nanok 13 peseps-
HbIX KOMWIi B MONIb30BaTEIbCKOM MeCTe, OTTNPaBKa Mo 3/1eKTPOHHOIA
noyTe UK 3arpyska B 6paysep

MrHoBeHHOe BOocCTaHOBJ/IeHME 06beKTOB. MrHOBEHHOE BOCCTa-
HoB/eHVe 0bbekToB Microsoft Exchange Server, Active Directory n
SQL Server B MCXOAHOE MW NO/b30BaTe/IbCKOE MECTOMONOXEHMEe
(nokanbHyt Nanky nam obLuyto nanky SMB).

YHuBepcasbHoe BOCCTaHOB/IEHUE 06EKTOB. BoccTaHOBNEHNE
OTZE/bHbIX 06'bEKTOB, ANS KOTOPOTro A0CTaTOYHO BbIGPaTb TOUKY
BOCCTaHOB/IEHUS 1 MOAKIUNTE AUCKU BUPTYaNbHOW MalUViHbI 13
pe3epBHOI KONUM NPSIMO K APYroli MaLlvHe.

Kpocc-nnaTtdpopmeHHOe BOCCTaHOB/IEHME. DKCMOPT ANCKOB
BVPTYa/bHbIX MaLLVH MeXay nnatGopMamMu 418 BOCCTaHOBIEHNSA
BMPTyanbHbIX MalwmH VMware B cpegy Hyper-V 1 Ha060poT, a Takxke
BOCCTaHOB/IEHVE PU3NYECKNX MALLVH B BUJE BUPTYanbHbIX.

3ALLUTA OT MPOrPAMM-BbIMOTATEJIEA

PacLUMpeHHBI PeXxrmM Hen3MeHAeMOCTY A1t BUPTYaNbHbIX U GU3MYECKMX MALLVH, 061a4HbIX PaboUMX Harpy3oK, 06LLMX NanoK 1 AaHHbIX
Microsoft 365 B HeCKo/bKMX LieNeBbIX XPaHUANLLAX 1 BO3SMOXHOCTb CKaHVPOBaHWSi pe3epBHbIX KOMWiA Nepes BOCCTaHOB/IEHNEM JaHHBbIX.

HensmeHsieMble pe3epBHble Konuu B o6n1ake. HensMmeHseMoCTb
pe3epBHbIX KOMUIA BUPTYanbHbIX U GU3NYECKUX MALLNH, 061aUYHbIX
pabourx Harpysok, obLyx nanok 1 gaHHbIx Microsoft 365, koTo-
pble XpaHATcA B 06LeA0CTynHOM obiake (Amazon S3, Azure Blob,
Backblaze B2, Wasabi) n Ha apyrux coBmecTumblx ¢ S3 nnatpopmax
XpaHeHVs MO3BONSET 3aLUMTUTb AaHHble OT aTak MporpamMmm-BbIMOra-
Tenemn n cnyyanHbIX NU3MeHeHUIA.

PesepBHble KONuu ¢ prsnUecKkon nsonsaumein. XxpaHeHve
pe3epBHbIX KOMNA BUPTYanbHbIX U GU3NYECKNX MaLLNH, 061auHbIX
pabouux Harpysok, obLx nanok 1 gaHHbIx Microsoft 365 B asTo-
HOMHOM pexXnme (Ha IeHTOYHbIX HaKoMNTeNAX, CbeMHbIX NAS-y-
cTpoicteax, USB-Hakonutensx v B Apyrux pacronoxeHusx) Ans
MaKCMManbHOM 3aLTbl OT NPOrpaMM-BbiMOraTene.

JlokanbHbIVi peno3nTopunii, 3aLULLLEHHbIA OT NPOrpaMM-BbIMO-
rateneii. BO3MOXHOCTb BK/TOYEHWSI HEM3MEHSAEMOCTH A1 pe3epB-

HbIX KOMWI 1 UX Ay6NNKaTOB, OTNPaBAAeMbIX B IOKa/bHbIe perno3su-
Topun Ha 6ase Linux.

HeunsmeHsieMoCTb yCTpoOicTBa AeAynanKauumn. HensmeHse-
MOCTb pe3epBHbIX KONuiA, xpaHawmxcs B cucteme NEC HYDRAstor,
obecrneynBaeT 3aLMTy OT NpoOrpaMm-BbiMOraTenei, cayvaiHbix
yAANeHUN N HeCaHKLUMOHNPOBAHHbIX 3MEHEHNIA.

CKaHMpoBaHMe pe3epBHbIX KONWIA Ha Hain4YMe NPU3HaKoB 3a-
pa>keHusi BpelOHOCHBIMM NporpaMmMaMu NMo3BossieT yoeanTbCs,
YTO X 6€30MaCHO NCMOL30BaTh /151 BOCCTAHOB/EHMS.

Hape>xHbie mepbl 6e30MacHOCT. 3alMTa pe3epBHbIX KOMUi oT
HeCaHKLMOHNPOBAHHOMO A0CTyMNa C MOMOLLbIO KOHTPOAA AOCTyNna
Ha OCHOBe posieit, AByXPaKTOPHOW ayTeHTUdMKaLMM 1 LWNdpo-
BaHUA AES-256 B ICXO4HOM pacrofioxXeHuu, Npu nepejgaye v B
peno3nTopun.



CNELLUDPUKALNSA

COOTBETCTBUE HOPMAM N CTAHAAPTAM
KNBEPBE3OMNACHOCTIA

NAKIVO Backup & Replication nomoxeT BamM ykpenuTb CTpaTernm KnbepyctonumnsoCcTy,
obecneymB NPOAKTVBHYHO 3aLLUNTY AaHHbIX, 6€30MacHOCTb 1 BOCCTAaHOBNEHME AaHHbIX.

NIS2 DIRECTIVE NIST CSF 2.0

GDPR HIPAA

NOCNEABAPUIAHOE BOCCTAHOBJ/IEHUE C OT/INYHbIMIA

NMOKA3ATE/IAMWU RTO N RPO

C nomoubto NAKIVO Backup & Replication Bbl cMoxeTe 6bICTPO BOCCTaHaBAMBaTbL paboTy B cydae c6oeB

n aBale|7| C MMHUMa/lbHbIM BpeMeHeM NpocToa 1 n0Tepe|7| AdHHbIX.

Pennnkauusa B peanbHom BpemeHU ™ ana VMware. Bosmox-
HOCTb O6HOB/ATE PEMNIVKY BUPTYabHbIX MalnH VMware (B Tom

yncne HoBoli Bepcum vSphere 8) no Mepe BHeCeHMs 3MeHeHWiA B
NCXOZHYO BUPTYyanbHyto MamHy ¢ RPO He 6onee 1 cekyHAbl.

Pennukauunsa BUpTyanbHbIX MawnH. Co3jaHve 1 noaaepxka
penavk BUpTyanbHbIX MawmH VMware vSphere n Microsoft Hyper-V,
KOTOpble ABAAIOTCH TOUYHBIMU KOMUAMUW UCXOAHbBIX BUPTYaNbHbIX
MaLLVH.

Pennukauwvsa nHctaHcos EC2.: Co3zaHve 1 noagepka perimk
MHcTaHcoB Amazon EC2, KoTopble ABNATCA UAEHTUYHBIMU KOMUAMU
NCXOAHbBIX HCTAHCOB.

Pennvkaumsa ns pesepBHbIX Konunid. Co3faHne penauk BupTy-

anbHbIX MaLUVH NPSMO 13 pe3epBHbIX KoM MO3BONSET CHU3UTL
HarpysKy Ha UCXOAHYH XOCT-NNaTGopMy, 0CBOBOANTL Pecypchbl 1

CIKOHOMUTb BPEMSI.

NT-MOHNTOPWHI VMWARE

dyHKuma Site Recovery. OpkecTpaLmsa nocneaBapuinHOro BoccTa-
HOBNEeHNSA aBTOMAaTU3MPOBaHHbIX Paboyrx MPOLEeccoB. 3anaaHnpo-
BaHHOe TeCTUPOBaHMe BOCCTaHOB/eHVS 6e3 npepbiBaHUS paboTh,
niaHoBOE UM aBapuiiHoe nepektodeHe Ha pe3epBHbI pecypc

1 06paTHO, a Takxe MUrpaums LieHTpa 06paboTk AaHHBIX OAHUM
LLIe/TYKOM MbILLIN.

MpoBepka penivkK. MrHOBeHHasA NpoBepKa Perank BUPTYaibHbIX
MawmH VMware vSphere n Microsoft Hyper-V 1 co3gaHne oT4eToB co
CKPVIHLLIOTaMu BOCCTAHOB/IEHHbIX B XO/e TecTa MaLluH.

Moaaeps>kka NproXKeHUA. Penavkaums C y4eToM COCTOSAHUSA Npu-
NIOXKeHNin obecneynsaeT COrnacoBaHHOCTb JaHHbIX PernanK Npuio-
XeHul 1 6a3 gaHHbIx, Hanpumep Microsoft Exchange Server, Active
Directory n SQL Server.

NAKIVO Backup & Replication npegoctaBnsieT nonHble JaHHble O MPOV3BOAUTENBHOCTM N PaboTOCNOCOBHOCT BUPTYab-

HoW cpeabl VMware vSphere.

. KoHTponb Hag ncnonbsosaHnem LM, O3Y n AnckoB y3namu 1 BUpTyanbHbIMU MalnHamu VMware vSphere

° nOﬂyHeHI/Ie OI'IOBeLLl,eHI/II‘/‘I B pea/ibHOM BpeMeHV NO3BOIAET OTC/1eXNBaTb I'IpOGerMbI ¢ VMware no Mepe X BOSHUKHOBEHUA U CBOEBpEe-

MEHHO NMpeaoTBpaLlaTh KPU3NCHbIE CUTYaU

© YAO06HBIN AOCTYM, 3KCMOPT 1 06MEH M0 3N1eKTPOHHOM NoYTe KOMMIEKCHLIMU OTYETaMK O eMKOCTU XPaHWAVLLA AaHHbIX, MPOU3BOAN-
TenbHOCTV BM 1 XOCTOB, a Takxke 06 06LLEeM COCTOAHUN HPPACTPYKTYPbI



BAAS 1 DRAAS

CNELLUDPUKALNSA

C nomoLLeo KoHcoM MSP nocTaBLUmKn ynpaBasemblx ycayr (MSP) MoryT npeAocTaBnifTb pe3epBHOe KONMPOBaHve Kak
ycnyry (BaaS), nocneaBapuiiHoe BoCCTaHOB/IeHMe Kak ycnyry (DRaaS), a Takxe gpyrue yciyr o 3awmTe aHHbIX.

KoHconb MSP. MNpegocTaBnaiTe NOAHBIA CNEKTP YCIYr KAVeHTaM
BaaS/DRaaS nnn ynpasnsiite nx cpefaMm ¢ aBTOHOMHbIMU 3K3eM-
nnspamut NAKIVO Backup & Replication Ha MHOropyHKLIMOHaNbHO
naHenv MSP.

MHoronosib30BaTeIbCKUA PEXXMM NMO3BOJISET CO34aTb B OAHOM 3K-
3emnnspe npogykta Ao 100 oTAaeNbHbIX NONb30BaTeNen 1 ynNpaBsTe
VIMW Ha OHOWN MHGOPMALIMOHHONM NaHenu.

MaHenb 0630pa nosnb3oBaTeneil. B pexviMe peanbHOro BpeMeHu

MOXHO BbICTPO MONYUNTL NMPEeACTaBAeHME O Cpesax BCeX Nnosib30Ba-
Teneid, B TOM Ync/ie 0 3aAaHusX, Peno3nTopusix, y3nax, MHBEHTape u1
pacripeseneHHbIX pecypcax.

NMPON3BOAUNTE/IBHOCTb

Camoo6cny>kuBaHume nonb3oBaTenei. [lenervpyiite 3agayum no
3aLUMTe 1 BOCCTAHOB/IEHNIO A@HHBIX MOb30BaTeNsIM Yepes nopTan
CaMoOBCYKMBAHNS.

PacnpegeneHve pecypcoB MexXay KIMeHTaMu. Pacnpegensiite
pecypcbl MHGPACTPYKTYPbI 3aLLUMTHI JaHHbBIX (Y3/1bl, KNacTepbl, OTAeb-
Hble BUPTya/bHble MaLLVHbI, PENO3UTOPU Pe3epPBHbIX KOMUIA) cpean
K/IVEHTOB.

Mpsamoe noakntoveHmre. [ocTyn K cpeZam noab3oBaTenei yepes
OZJHOMOPTOBOE COeAVIHEHMe, He TpebytoLiee VPN-NoAKIHOUEHVS.

YBennybte CKOPOCTb pe3epBHOro KonmpoBaHud, penamkaunm n BOCCTaHOBIEHNA B 2 Pa3a n CHM3bTe Harpysky Ha ceTb Ha 50 %.

BcTpoeHHble TEXHONMOrM oTCeXXUBaHUA usMmeHeHui (VMware
CBT, Hyper-V RCT, Nutanix AHV CRT), no3sonstoLuue BbISBAATb
N3MeHeHUs 6e3 YTeHUS MOHbIX UCXOAHbIX AaHHbIX 1 BbICTpee Co3-
JlaBaTb MHKPEMEeHTHble pe3epBHble KOMUK.

Mepepaya gaHHbIX 6€3 NCNOIbL30BAaHNA NNOKaNbHOM ceTun. Vc-
nonb3yrTte pexumbl HotAdd nnu Direct SAN Access, UTobbl yBeuU-
YWTb CKOPOCTb Nepejayn AaHHbIX U pPasrpy3unTb paboune ceTu.

AAMNHUNCTPUPOBAHWE

B NAKIVO Backup & Replication peannsoBaH npocToil Beb-nHTepdeiic n
MOMOrYT C3KOHOMUTb BPEMS U Pecypcbl, BbiAe/NeHHbIe Ha MepOonpusaTUS

MHorossbl4HbIV Be6-HTepdeiic: Ya06Hoe ynpasneHve Bcemu
AeiCTBUAMU MO pe3epBHOMY KOMMPOBAHWIO 1 BOCCTAHOB/IEHWIO Ha
yA06HOM 15 Bac A3blke: MNoaHas NnojAepkka aHrInAcKoro n ncnax-
CKOrO 53bIKOB, a Takxe Apyrux onunnBETA, Bkntouas paHLy3CcKui,
HeMeLKUM, NTanbaHCKWIA, MONbCKWIA N KUTAWCKNIA.

YHuBepcasnbHoe pasBepTbiBaHMeE.: PelleHrie MOXHO pa3BepHyTb
B BUJE BMPTyasIbHOro YCTPOIcTBa nnm obpasa AMI, ycTaHOBUTb B
OC Linux nnu Windows, a Takxe Ha NAS-ycTpolicTBe AN CO34aHNS
YHMBEPCASIbHOMO YCTPOMCTBA PE3ePBHOI0 KOMMPOBAHWS.

YHuMBepcanbHbI TpaHcnopTep. ONTUMU3NPYATe 0BHapyXeHne
3/1EMEHTOB NHBEHTAPS C MOMOLLIbIO O4HOr0 TPaHCNopTepa, KOTopbIii
MOXHO MCMO/b30BaTh O4HOBPEMEHHO Ha GU3NYECKMX MALLVHAX,
y3nax Microsoft Hyper-V 1 B 6a3ax gaHHbix Oracle.

defepaTUBHBIA Peno3nTopUiA. YyyLllnTe BO3MOXHOCTA MacLUTa-
6VIPYEMOCTY XPaHWINLL, Pe3epBHbIX KON 3a CYeT 06 begnHEHNS He-
CKOJbKYX PEMO3UTOPVEB B €ANHYHO CUCTEMY, UTO6GbI IErKo pacLLnpsTh
XPaHWINLLE 1 CO3aBaTb pe3epBHble KOMUKW AN MOCTOSHHOM 3aLUnTbl
AaHHbIX Jaxe B cyyae c60eB yCTPOWCTB UM HeXBaTKL MecTa.

3awmTa Ha ocHoBe npaswun. ABTOMaTnyeckoe pe3epBHOE KOMMpo-
BaHWe N penankauna MmallH B COOTBETCTBMN C nNpaBuiaMun, 0CHO-

YckopeHue nepeaayn AaHHbIX MO CeTU. YBennubTe Npon3Boau-
TenbHOCTb B cpegax LAN 1 WAN ¢ MHTEHCMBHbLIM TpadrKom npu no-
MOLLM BCTPOEHHOM QYHKLINN YCKOPEHNS nepeAaydn AaHHbIX MO ceTu.

PerynupoBaHue nonockl nponyckaHus. OrpaHu4bTe CKOPOCTb
nepeAayn AaHHbIX pe3epBHbIX KOMUIA, HACTPOMB rnobanbHbIe Mpa-
BW1a MOOCHI MPOMYCKaHWUsA UAN NMPaBWaa A1 KaXAoro 3agaHuns. 3Ta
BO3MOXHOCTb 0CO6EHHO Mosne3Ha B paboyee Bpems.

OTNNYHbIE GYHKLMM, KOTOPbIe
Mo 3awmTe AaHHbIX.

BaHHbIMU Ha 3a/jaHHbIX NapameTpax (MMs, Ter, pa3Mmep, pacrnooxe-
HWe MaluWHbI 1 Apyrue).

MaHenkb KaneHaaps, Ha KOTOPOVi B Y06HOM 1 MOHSTHOM BUAe
npeACTaB/eHbl BCe MPOLU/ble, TeKyLLMe 1 byayLive 3a4aHus.

MHpekcmpoBaHue ¢aiinoBoii cuctembl. Co3salite MHAEKC ANis
dalinos 1 nanok B pesepsBHbIX Konusax VMware 1 Hyper-V, utobbl
ONTMMM3MPOBaTh NPOLIECCHl BOCCTaHOBEHNS GalinoB.

Pe3epBHOe KonMpoBaHWe cO6CTBEHHO KOHUrypauuu. Bol-
NOJIHSINTE pe3epBHOE KOMMPOBaHMe 1 BOCCTAHOB/IEHVE KOHOUIYpa-
LMW CUCTEMBI (3a4aHVIsi, MHBEHTapU3aL/us, XypHasbl, HACTPOKN 1
Apyrvie 31eMeHTbI).

rno6ankHbI NoMcK. MrHOBEHHO HaXoAWTe BUPTYyasbHble MaLLu-
Hbl, pe3epBHble KoMK, PerInKK, 3aAaHus, PenosnTopum, TpaHc-
nopTepbl 1 Apyrne 06bekTbl, a 3aTeM AeNCTByliTe B COOTBETCTBUN C
pe3ynbTatamu Noucka.

0630pHan NaHeslb CO CBOAKONM COCTOSHMSA BCEX MEPONpPUATUIA Mo
3aLyMTe AAHHbIX, KOMMOHEHTOB peLleHns 1 NpobaeM, KOTopble
HEo6X0AMMO pPeLUNTL, B BUAE MPOCTbIX BUAXKETOB.



YrpaeneHne A0CTyNoM Ha OCHOBe poJieii. Ha3HauaiiTe nonb3oBaTte-
NIIM CTaHZAPTHbIE 1 HAacTpaviBaeMble POIK, @ TakxKe CBA3aHHbIE NMpaBa
1 paspeLLeHnst COrMacHo NPUHLMMY MUHMMAabHBIX MPUBUAETIA.

AByx¢pakTopHas ayTeHTUMKaLuma. BkitounTe 4ByXPakTOPHYHO
ayteHTUduMKaumio (2FA) ana NAKIVO Backup & Replication, 4utobbl
He AoMNyCTUTb BMeLlaTeNbCTBa XakepoB B Bally paboTy no 3aLyure
JaHHbIX.

NHTerpaums c Microsoft Active Directory. BbinonH1Te nHTerpa-
umto ¢ Microsoft Active Directory 1 conoctaBbTe rpynnbl No/sb30Ba-
Tenei ¢ ponamu nonb3osateneint NAKIVO Backup & Replication.

CNELLUDPUKALNSA

Llenoukun 3apaHmnia. CBs3biBaliTe 3a4aHusl, YTOObI OHU BbIMOHS-
JINCb OZHO 3a APYr1M. Hampumep, nocse ycreLHoro BbiMnosHeHs
3alaHVs pe3epBHOro KOMMPOBaHMS BUPTYanbHOW MallVHbI B
NoKanbHOE XpaHW/KLLe MOXeT 3anycTUTbCS 3aZaHve AybnnpoBaHus
TO/IbKO YTO CO3AaHHON pe3epBHO KON B 061a4HbI CepBUC.

API. NuTerpupyrite NAKIVO Backup & Replication ¢ pelueHunsmum
A9 MOHUTOPWHTa, aBToOMaTU3aLmMmn 1 opkecTpaumm ¢ NoMoLLbio API
HTTP.

YaT co cny>k60Vi TeXHUYECKOI NoAAep KK MPpsSMO B Be6-MHTep-
delice.

YTO roBOPAT K/IMEHTbI O NAKIVO

CHuKCeHue 3ampam Ha
pe3epeHoe KohupoeaHue
Ha 75%

Mei akoHomum 60s1ee 50

% Ha pe3epsHOM Konu-
posaHuu VMware u do-
nosHUMenbHo 25 % Ha
30mpamax Ha Mecmo 8
XPOaHUAUWE 3a cHem yy4-
weHHoU dedynaukayuu,
Ymo 8 YesIoM CHUxXaem
HaWU pacxoosl HA pe3eps-
Hoe konuposaHue Ha 75 %.

Pvik Bp3aan, reHepanbHblii/TexHNYe-
CKUn anpekTop KomnaHum SoftNAS

YckopeHue pe3epeHo20
KonupoeaHus e 7 pa3
PeweHue pabomaem
bbicmpee, Yem Opyaue
npodykmel, KOmopele Ml
ucno/16308a.u, U hoddep-
JHusaem MHOMeCcmeo pas-

AUYHbIX KOHGU2Ypayud.

Mpadyn CoHw, cTapLumni
NT-meHegxep komnaHum Transpek

92%

bsazo0aps eeibopoyHoOMy
80CCMAHOBAEHUIO Mbl
MOXcemM 80CCMAHO8UMb
¢alinel 8ce20 30 HECKO/ILKO
MUHym, mo20a KaK paHe-
we Ham nompebosauck
66/ Yacsl, Ymobel 8OCCMA-
HOBUMb 8CHO BUPMYaNb-
HYr0 MAWUHY, Ha Komopou
OHU HAX0OU/UCb.

Kpucrtep Nlaar, UT-anpekTop
koMnaHwuu Stendahls

HAUBbICLLWE OLEHKW OT MOJIb3OBATE/NEN



CucTteMHble TpeboBaHUA

I'Iop,nepmm BaeéMble cpeAabl

NAKIVO Backup & Replication MoxeT 3auUTUTL CregytoLlve nnatpopmeil:

BupTyanbHblie

+ VMware vSphere 5.5-8.0U3

+ Microsoft Hyper-V 2012-2022

+ Nutanix Acropolis 6.5.5.6 (LTS) (NJM-106068)
* Proxmox VE 8

* VMware Cloud Director 10.2.1-10.5.1.1

Microsoft 365

+ Exchange Online, SharePoint Online, OneDrive gna 6u3Heca,
Microsoft Teams

Pusnyeckune

+ Windows Server 2012-2022 (21H2) (64-pa3psagHas)

+ Windows 11 (21H2) (64-pa3psigHas)

+ Windows 10 MpodeccroHansHas/Jomatunas/Kopno-
paTtuBHas (64-paspsagHas) (20H2 / 21H1 / 21H2)

+ Windows 8 MpodeccroHanbHas (64-paspsgHas)

+ Ubuntu Server 16.04-24.04 (x64)

+ Nutanix Acropolis 6.5.6.5 LTS (NJM-114424)

+ Red Hat Enterprise Linux 7.4-9.5 (x64)

+ SUSE Linux Enterprise 15 SP1-SP4 (64-pa3psigHas)

* SUSE Linux Enterprise 12 SP3-SP5 (64-pa3psasHas)

+ CentOS Linux 7.0-8.5 (64-pa3psigHas)

+ CentOS Stream 8-9 (64-pa3psigHasn)

+ Debian 10.1-12.6

+ Almalinux 8.7-9.4 (64-pa3psijHasi)

+ Nutanix Acropolis 6.7.1 (STS) 6.5.5 (NJM-99998)

* Rocky Linux 7.4-9.3

Amazon Elastic Compute Cloud (EC2)

+ Bce pervoHsl AWS
+ Bce TUMbl MHCTAaHCOB
+ BupTyansHoe yactHoe o6nako (VPC) u Classic

MpunoxxeHus
+ Oracle Database 11g R2-23c Free

I/IHTerpame C XpaHnnamuwamm

JlocTynHa paclvpeHHas nHterpauyms NAKIVO Backup &
Replication co cneaytommun ycTporictBamu AeAynankaumm:

* Cucrema HPE StoreOnce 3: Bepcuis 3.18.18 n Hosee
+ Cuctema HPE StoreOnce 4: Bepcun 4.2.3-4.3.7

+ Dell EMC Data Domain 6.1-7.10

+ NEC HYDRAstor 5.5.1-5.6.0

* Mogynb BBoga-BbiBoga NEC Storage HS Universal Express 1.8.0-1.8.4
* HPE 3PAR 3.1.2 n HoBee

* HPE Nimble 5.0.2 n HoBee

* HPE Primera 4.5 n HoBee

* HPE Alletra 9.4

+ HPE Alletra 5000 (cepvu 5000-6000-9000)

+ NetApp AFF/FAS

* NetApp ONTAP 9.6 n HoBee

NAKIVO

CNELLUDPUKALNSA

BapI/IaHTbI YCTAHOBKM

NAKIVO Backup & Replication MOXHO ycTaHOBUTb
Ha cneaytoLyie onepaLyoHHbIe CUCTEMbI 1 YCTPOCTBa:

Windows

* Windows Server 2012-2025 (21H2) (x64)

+ Microsoft Windows 11 (21H2 / 22H2 / 23H2) (x64)

* Windows 10 Pro/Home/Enterprise (x64) (20H2 / 21H1 / 21H2)
+ Windows 8 Professional (x64)

Linux

» Ubuntu Server 16.04-24.04 (x64)

+ Ubuntu Server LTS 22.04-24.04 (x64)

+ Red Hat Enterprise Linux 7.4-9.5 (x64)

» SUSE Linux Enterprise 15 SP1-SP6 (x64)
+ SUSE Linux Enterprise 12 SP3-SP5 (x64)
+ CentOS Linux 7.0-8.5 (x64)

* CentOS Stream 8-9 (x64)

+ Debian v10.1-12.1 (64-bit)

+ Almalinux 8.7-9.4 (x64)

+ Oracle Linux 7.4 - 9.4 (x64)

* Rocky Linux 8.3 - 9.4 (x64)

NAS-ycTpoiicTBO

+ QNAP QTS v4.3-v5.2.0

+ QNAP QuTS Hero h4.5.3-h5.1.5

* QNAP QuTScloud v4.5.1 - ¢5.1.0

* Synology DSM v6.0-v7.2.2

+ ASUSTOR ADM v3.5-v5.0.0.RA82

+ TrueNAS CORE 13.0-U6.2 - v13.3-U1
+ Netgear ReadyNAS OS v6.9 - v6.10.9
* WD MyCloud OS v5

O6opypoBaHue

+ Nutanix Acropolis 6.5.5.5 (LTS) (NJM-102350)
+ Nutanix AHV v6.5 (LTS) preconfigurado - Nutanix AHV v6.10
(LTS), Nutanix AHV 6.7.1.5 (eSTS) - Nutanix AHV 6.8.1 (eSTS)

roToBbl HAYATbD?

MNOMNPOBOBATb BECIJ/IATHO

BECNNATHAA AEMOHCTPALUA

STa nybavKaLms NoArotoBaeHa Ans 06Llero 03HaKOMIEHUS U He ABASeTCA NpodeccroHanbHOM KOHCyAbTauven, nybanyHoli opepToli U 0693aTelbCTBOM. B OTHOLLEHUW TOYHOCTU
VAN NONTHOTbI I/IHq)OpMaLLVII/I, COAepM(aU_J'EVICﬂ B AJAHHOM JOKYMEHTE, HE AaeTCAa HUKaKnX 3aBepeH|/||7| n I'apaHTI/H7I (BHbBIX UK noApaaymeBaeMblx), 1, HACKOJIbKO 3TO paspeLlleHOo 3aKoOHOM,
komnaHust NAKIVO, Inc., ee apdunmpoBaHHbIe N1LA, COTPYAHUKN, MOAPSAYNKNA 1 areHTbl He MPUHUMALOT 1 He 6epyT Ha cebst HMKaKol OTBETCTBEHHOCTM, 0653aTe/IbCTB NN 0bsi3aHHOCTeN
B OTHOLLEHWNWN KaKNX-TN60 I'IOCJ'IeACTBVIIZ p'eI7ICTBI/II71 nnn 6€3p'eIZCTBM9| gy, nosararwmxca Ha |/|H¢opMau|/|+o, cojepxxalyytoca B JaHHOM AOKYMEHTE, Nnn N06bIX peLLIeHVIIZ, OCHOBAHHBbIX Ha
Heil. Bce TOProBble MapKu 1 TOProebleé HAMMEHOBAHWNA TPETbUX JINL, ABNIAOTCA COBCTBEHHOCTBLIO VX COOTBETCTBYHOLNX BNajenbLes.
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